BAC 300: Business Research and Communication - 4 cr
CIS 426: Network Defense and Countermeasures  (  6 week course ( 4 credits
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	Module
	Title and Module Objectives
	Reading
	Assignments

	1


	· Ethical Hacking / TCP/IP Concept Review
· Examine ethical hacking 

· Describe the TCP/IP protocol stack 

· Explain the basic concepts of IP addressing 

· Explain the binary, octal, and hexadecimal numbering systems


	· Hands-On Ethical Hacking and Network Defense, Chapter 1-2.
· Please review Additional Resources in each module.
	· Discussion Topic: TCP/IP versus UDP
· Assign 1: Examining Federal Computer Crime Laws
· Assign 2: Understanding a Consulting Contract


	2
	· Attacks and Footprinting
· Examine the different types of malicious software and methods of protecting against malware attacks 

· Describe the types of network attacks and identify physical security attacks and vulnerabilities 

· Research Web tools for footprinting and competitive intelligence 

· Describe DNS zone transfers and identify the types of social engineering
	· Hands-On Ethical Hacking and Network Defense, Chapters 3-4
· Hands On Information Security Manual, Lab 3.1C: Web Reconnaissance Using Sam Spade
	· Discussion Topic: Reverse DNS Lookup

· Assign 1:  Lab – Web Reconnaissance 
· Assign 2:  Lab – Gathering WHOIS Information


	3
	· Scanning and Enumeration
· Describe different types of port scans and port-scanning tools 

· Explain what ping sweeps are used for and how shell scripting is used to automate security tasks 

· Describe the enumeration step of security testing 

· Enumerate various operating system targets
	· Hands-On Ethical Hacking and Network Defense, Chapters 5-6

· Hands On Information Security Manual, Labs 3.1A-C (Web Reconnaissance)
	· Discussion Topic: OS Security
· Lab 3.2 A-C - Port Scanning and Enumeration
· Mid-term Exam (45 questions)



	4
	· Operating System Vulnerabilities
· Describe the vulnerabilities of Microsoft operating systems and services, and the tools available to access system vulnerabilities 

· Explain techniques to harden Microsoft systems against common vulnerabilities 

· Describe best practices for securing Microsoft systems 
· Describe the fundamentals and vulnerabilities of the Linux operating system

· Explain countermeasures for protecting the Linux operating system
	· Hands-On Ethical Hacking and Network Defense, Chapters 8-9
· Lab Manual – Lab 3.4 (all)
	· Discussion Topic: Microsoft System Vulnerabilities
· Assign 1:  Lab 3.4 A-D: Vulnerability Identification and Research Using Windows


	5
	· Wireless Networks and Cryptography
· Explore wireless technology and networking standards 

· Describe the process of authentication, wardriving, wireless hacking and tools used by hackers and security professionals 

· Examine the history of cryptography 

· Describe symmetric and asymmetric cryptography algorithms 

· Describe possible attacks on cryptosystems
	· Hands-On Ethical Hacking and Network Defense, Chapters 11 and 12
· Hands On Lab Manual EITHER
Lab 3.7A or Lab 3.7B


	· Discussion Topic: Hybrid Cryptosystems
· Assign 1:  Determining Vulnerabilities of Wireless Networks
· Assign 2:  Web Browser Security and Configuration

	6
	·  Security Devices
· Analyze network security devices

· Describe firewall technology, intrusion detection systems and honeypots

· 
	· Hands-On Ethical Hacking and Network Defense, Chapter 13

	· Discussion Topic: Personal Firewalls at Work
· Assign 1: Attracting Hackers to KJ Williams Corporation (paper)
· Final Exam (65 questions)

· Capstone – Ethical Hacking paper

	
	Capstone:
Mid-Term Exam
Final Exam

Incident Response Paper


	Deliverables
· Mid-Term Exam in M3
· Final Exam in M6
· Ethical Hacking Paper in M6
	· The capstone for this course includes (1) midterm exam in M3, (2) final exam in M6, and (3) an incident response paper.
· See Grades in eCleary for categories/weights.
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