BAC 300: Business Research and Communication - 4 cr
CIS 421: Firewalls and Network Security  (  6 week course ( 4 credits
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	Module
	Title and Module Objectives
	Reading
	Assignments

	1


	· Network Defense Fundamentals and Network Traffic Signatures
· Explain the fundamentals of TCP/IP networking and analyze the goals of network security, 

· Analyze the threats to network security and characterize the layered approach to network defense 

· Research the concepts of signature analysis and explain the Common Vulnerabilities and Exposures (CVE) standard 
· Examine normal and suspicious traffic signatures and identify suspicious events


	· Guide to Network Defense, Chapters 1 and 4
	· Discussion Topic: Ping Requests

· Assign 1: Download and install Snort
· Assign 2: DoS versus DDoS



	2
	· VPN Concepts and Implementation
· Describe encapsulation, encryption and authentication in VPNs

· Research the advantages and disadvantages of VPNs

· Examine design and configuration considerations for a VPN

· Explain how to set up VPNs with firewalls and how to adjust packet-filtering rules for VPNs
· Review guidelines for auditing VPNs and VPN policies
	· Guide to Network Defense, Chapters 5 and 6
	· Discussion Topic: Packet Filtering Rules

· Assign 1: Setting up a VPN with a Firewall


	3
	· Intrusion Detection
· Identify the components of an intrusion detection system

· Evaluate different types of IDS products

· Configure an IDS and develop filter rules

· Examine the six-step incident response process

· Research how to respond to false alarms to reduce re-occurrences

· Explain options for dealing with legitimate security alerts
	· Guide for Network Defense, Chapters 7 and 8

· Hands On Information Security Manual, Labs 3.14 and 3.16A-B
	· Discussion Topic: IDS versus IPS
· Assign 1: Analyzing Anomalies in User Behavior
· Lab 3.14 (Hands On Information Security Manual)

· Lab 43.16 A-B (Hands On Information Security Manual)

· Mid-term Exam (45 questions)



	4
	· Choosing and Designing Firewalls
· Examine what firewalls can/cannot do

· Describe common approaches to packet filtering

· Establish a set of rules and restrictions for a firewall

· Design common firewall configurations


	· Guide for Network Defense, Chapter 9
	· Discussion Topic: Personal Firewalls at Work
· Assign 1:  Designing a Failover Firewall and Monitoring Outbound Network Traffic 


	5
	· Firewalls: Topology, Strengthening, Managing
· Explain the goal of securing the network perimeter and the factors in choosing a bastion host

· Explain how to supplement a firewall with a proxy server

· Evaluate when to use user, session, or client authentication

· Describe the most important issues in managing firewalls

· Research how to install and configure Check Point NG, Microsoft ISA Server 2000
	· Guide for Network Defense, Chapters 10 and 11
	· Discussion Topic: Firewall Concerns
· Assign 1:  Designing a Rule

· Assign 2:  Analyzing a Log File

	6
	·  Strengthening Defense Through Ongoing Management
· Examine how to strengthen network control and performance
· Improve analysis by auditing network security procedures
· Strengthen detection by managing an intrusion detection system
· Improve network defense by changing a defense in depth configuration 
· 
	· Guide to Network Defense, Chapter 12

· Hands On Information Security Manual, TBA
	· Discussion Topic: Audit Log Inspection
· Assign 1:  Lab 8A-1 (Hands On Information Security Manual)

· Final Exam (65 questions)

· Capstone – Incident Response paper

	
	Capstone:
Mid-Term Exam
Final Exam

Incident Response Paper

Examples: 

	Deliverables

· Mid-Term Exam in M3
· Final Exam in M6
· Incident Response Paper in M6
	· The capstone for this course includes (1) midterm exam in M3, (2) final exam in M6, and (3) an incident response paper.

· Your Incident Response paper details the process and procedures required to respond to any IDS based incident.
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